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Intxroduction

In a world of evolving technological landscapes, one
pressing issue that has emerged in the realm of
telecommunications is SMS pumping fraud, a growing
threat to businesses and individuals alike. Fraudsters
exploit vulnerabilities that can lead to significant
financial losses and reputational damage, plus a
potential loss of customer trust, for those that employ
SMS communications.

Recently, SMS pumping fraud has become synonymous
with artificially inflated traffic (AIT), a novel technique
employed by fraudsters to manipulate search engine
traffic and generate fraudulent revenue. In fact, Twilio
recently found that:*

. 19% of countries have over 25% of their traffic as AIT

. 21% of countries have over 50% of their networks
engaged in AIT

. 26% of Twilio’s top 500 accounts have
experienced AIT



https://www.twilio.com/en-us/blog/sms-pumping-fraud-solutions

Intxroduction

To combat SMS pumping fraud, businesses must take
proactive measures to protect themselves and their
customers. This ebook will provide an overview of SMS
pumping fraud, its impact, and key use cases targeted
by fraudsters.

We will also explore the future of SMS pumping fraud
and provide strategies for businesses to mitigate this
risk. Finally, we will showcase how Twilio’s advanced
fraud mitigation tools can help businesses protect their
SMS communications from pumping attacks.

Start fighting back against SMS pumping fraud today
with Twilio.

*based on Twilio SMS traffic as of April 2024
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01 The threat of SMS pumping fraud

SMS pumping fraud occurs when search engine traffic and generate
fraudsters take advantage of a phone fraudulent revenue. Attackers generate
number input field to receive a one- large amounts of fake SMS traffic

time passcode, an app download link, or through a business’ app or website,
anything else via SMS. These bad actors prompting businesses to send one-
request a high amount of text message time PINs (OTPs) or app download links
traffic from unprotected SMS endpoints. via SMS to fake numbers, driving up

costs for the business sending them.
The fraudsters then get a share of the
revenue from these messages.

The messages are then sent to a range
of numbers controlled by a specific
mobile network operator (MNO)

and the fraudsters get a share of the This is a problem that exists across
generated revenue. the messaging ecosystem and that
businesses of all sizes and industries
face, regardless of their SMS provider.

The evolution of SMS At Twilio, we see that 4% of international

pumping fraud SMS is AIT (excluding the U.S. and One Twilio customer who uses Twilio Verify
Recently, SMS pumping fraud has Canada)* This means that billions to send OTPs saved more than $780,000
become synonymous with artificially of messages sent every year could over three months by preventing SMS
inflated traffic (AIT), a novel technique potentially be fraudulent. pumping traffic from January-March 2024.
employed by fraudsters to manipulate They were able to accomplish this by

enabling Fraud Guard.




01 The threat of SMS pumping fraud

The evolution of SMS pumping fraud
has witnessed the emergence of
various schemes, including:

-  Man-in-the-middle attacks

«  SIM swaps

- Call forwarding

- Transmission of malicious links

The ramifications of SMS pumping
fraud extend far beyond financial
osses. The erosion of trust in SMS can
orompt individuals and businesses

to seek alternative communication
channels, resulting in potential
revenue loss for businesses, making it
Imperative for stakeholders to address
this issue promptly and effectively.

However, new technologies leveraging
the power of artificial intelligence (Al)
and machine learning (ML) can help

businesses mitigate the risks of SMS
pumping fraud and prevent these
unwanted expenses. For example,
advanced Al-driven solutions have
been developed to enhance the
conversion rates of SMS OTPs and can
reduce overall costs per user. These
solutions operate by precisely detecting
and blocking instances of artificially
inflated SMS traffic.

By integrating such tools into their
systems, companies can identify and
prevent fraudulent SMS activities,
safeguarding their messaging
processes from exploitation.

*based on Twilio SMS traffic as of April 2024

Al-powered fraud prevention

Enhance security and
customer experiences by
detecting and blocking AIT.



https://www.twilio.com/en-us/blog/use-ai-to-combat-fraud
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02 How SMS pumping fraud works

The key players in SMS pumping schemes typically include:

Fraudsters, the users sending many messages to
numbers they control. They take advantage of phone
number input fields on websites or in apps, such as for
one-time passcodes, promotional codes, or app download
links, and then get a share of the fraudulently generated
revenue from the Mobile Network Operators (MNOS).

MNOs, the carriers who are getting additional revenue
from the fraud schemes. Twilio found that 17% of
networks have over 25% of their traffic as AIT*

Businesses, or those sending the messages to the
numbers inputted into their mobile number input fields.
They are paying for each message sent.

Many verifications

()

Fraudster Mobile network
operator

Revenue share
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02 How SMS pumping fraud works

A step-by-step breakdown of SMS
pumping fraud

MNQOs and fraudsters both benefit from SMS
pumping fraud schemes. An MNO earns revenue
from the messages sent and the fraudsters get a
cut of those revenues from the MNO. This is to the
detriment of the businesses sending the messages,
because they are paying for additional messages to
users who will not ultimately convert.

Key use cases targeted by SMS pumping

The use cases that are most at risk for SMS pumping
are those that utilize these open phone number
Input fields to send an immediate SMS message. The
primary use case that’s targeted for SMS pumping
fraud is onboarding and verification, followed by
marketing and promotional messaging use cases.

*based on Twilio SMS traffic as of April 2024

Onboarding & Verification

This is the primary use case targeted by
SMS pumping. Businesses send users
one-time passcodes (OTPs) to sign up,
log in to their accounts, and complete
transactions. Fraudsters take advantage
of this by having these codes sent to
numbers they control.

‘.

Marketing & Promotions

A secondary use case at risk of SMS
pumping fraud is marketing and
promotional messaging. This occurs
when businesses offer a mobile number
input field to send a customer a unique
discount code or a link to a product,

for example.
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03 SMS pumping fraud trends

SMS pumping fraud continues to evolve and grow more
sophisticated, making it a critical concern for businesses
and individuals alike.

Upon internal audit, Twilio saw that 0.7% of global SMS
traffic is AlT, and 4% of international SMS is AIT when you
exclude the US and Canada as of April 2024* The Mobile
Ecosystem Forum estimates that by 2025, 2.62 trillion A2P
SMS messages will be sent each year, which means that
every year billions of messages being sent are potentially
fraudulent, creating a big problem for businesses.

Here are the global trends we're seeing for SMS
pumping fraud.



https://mobileecosystemforum.com/2021/09/29/mobile-operators-a2p-sms-tracking-the-evolution-in-fraud/
https://mobileecosystemforum.com/2021/09/29/mobile-operators-a2p-sms-tracking-the-evolution-in-fraud/

03 SMS pumping fraud trends

Fraudsters are adapting their
SMS pumping techniques

Fraudsters are constantly developing new techniques
to bypass fraud detection systems, often combining
SMS pumping fraud with other forms of fraud such as
phishing and identity theft.

One notable trend in SMS pumping fraud is the targeting
of legitimate businesses by sending fraudulent SMS
messages that appear to come from the business itself.
This can be done by spoofing the business’s phone
number or using a domain name that closely resembles
the business’s domain name. This makes it difficult

for customers to distinguish between legitimate and
fraudulent messages, increasing the risk of falling victim
to fraud.




03 SMS pumping fraud trends

Global businesses need to significant impact on businesses that
address regions where SMS use SMS messaging, as they may need
pumping IS more preva'ent to make changes to their systems
and processes to comply with the
Another trend is the expansion of new rules.
SMS pumping fraud to new regions.
As fraudsters become more aware of SMS pumping is a global problem, but
vulnerabilities in different countries ita business is operating in certain
and industries, they are expanding their regions or countries, they may be
operations to target a wider range of more at risk for SMS pumping fraud.
victims. This poses a significant challenge ~ Based on Twilio’s AIT traffic data from
for businesses and regulatory bodies, as April 2024, we see that countries in
they need to stay updated on the latest Africa and the Middle East experience
fraud trends and adapt their security a higher rate of fraudulent traffic.
measures accordingly. Businesses that operate in regions
that experience a higher rate of SMS
In response to the growing threat of pumping should consider taking
SMS pumping fraud, governments additional measures to prevent fraud
and regulatory bodies are beginning to and fraudulent messages.

Implement new regulations to combat
It. These regulations could have a
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03 SMS pumping fraud trends

OTP use cases are most at risk
for SMS pumping fraud

Finally, it's important to note that OTP use cases are
particularly at risk for SMS pumping fraud. This is
pecause businesses often use a phone number input
field for their OTP use cases, making it easy for fraudsters
to exploit vulnerabillities.

In the data we reviewed for April 2024, 4% of
international OTP messages (excluding the U.S. and
Canada) were SMS pumping fraud.* Businesses should
take extra precautions to secure their OTP use cases
and consider alternative methods of authentication to
mitigate the risk of SMS pumping fraud.

*based on Twilio SMS traffic as of April 2024
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04 How to mitigate the risks

of SMS pumping fraud

Businesses can take several steps

to mitigate the risk of SMS pumping
fraud and protect their customers and
reputation.

Monitor conversion rates

For one-time passcodes, track the rate at
which users who request a code convert.
If you see a drop in conversion rates,
that’s a good indicator to investigate
whether you may be experiencing SMS
pumping fraud, which can cause a
decrease In conversion rates.

How Twilio Verify Fraud
Guard can help

Twilio Verity Fraud Guard includes the
Verify SMS Fraud Insights dashboard,
which enables users to track allowed

verification attempts, fraud blocked
attempts, success rate, and estimated
cost savings. This allows you to see
whether there are any unusual trends
that could indicate increased fraud so
you can take additional measures to
mitigate It.

Those who are using the Feedback

API along with Twilio’s Programmable
Messaging APl get an OTP Conversion
Report to track OTP Conversions as well
as OTP Messages Attempted. This allows
users to monitor their OTP conversion
rate and take action if a downturn
occurs, such as enabling SMS Pumping
Protection to block SMS pumping with
the Programmable Messaging API.

“We use Twilio to verify phone
numbers and to make sure that
the right account or right supplier
is behind the right phone humber.”

Andrew Solomon, Sr.
Software Engineer, Choco

Twilio Verify Fraud Guard is
backed by 100% guaranteed
protection from SMS
Pumping Fraud - terms and
conditions apply.



https://www.twilio.com/docs/verify/preventing-toll-fraud/sms-fraud-guard#how-can-i-monitor-sms-fraud-on-my-account
https://www.twilio.com/en-us/legal/service-country-specific-terms/verify-fraud-guard
https://www.twilio.com/en-us/legal/service-country-specific-terms/verify-fraud-guard
https://customers.twilio.com/en-us/choco

04 How to mitigate the risks

of SMS pumping fraud

Set geographic limits

Certain countries or regions are more likely to experience SMS
pumping fraud. A good way to prevent SMS pumping is to use
geo-permissions to disable messaging in countries where you
do not do business. This ensures you don’t experience any
unwanted messaging in those markets, and you can always
re-enable messaging to those countries if your business
strategy changes.

Use rate limits to protect your bottom line

Another strategy for mitigating SMS pumping fraud is to
utilize rate limits. This gives you the ability to set a maximum
number of messages you want to send to the same number
or mobile prefix in a minute, which lessens the number

of messages fraudsters can send, reducing the potential
fraudulent costs.

SMS providers like Twilio enable you to set rate limits for your
messaging, preventing a legitimate customer from requesting
a code too many times within a designated time frame.

Twilio Verify has that enable you

to prohibit or enable sending messages to specific
countries, so you can block countries where you don'’t
do business.

This enables you to prevent any fraud that might
occur In that market. Users can also set
for Programmable Messaging.

Twilio Verify Fraud Guard has saved customers
average monthly savings of $2.2M since June 22
up to February 24



https://www.twilio.com/docs/verify/preventing-toll-fraud/verify-geo-permissions#maincontent
https://support.twilio.com/hc/en-us/articles/223180168-What-Are-Geographic-Permissions-and-Why-do-They-Exist-
https://support.twilio.com/hc/en-us/articles/223180168-What-Are-Geographic-Permissions-and-Why-do-They-Exist-
https://www.twilio.com/docs/verify/api/service-rate-limits#maincontent

04 How to mitigate the risks

of SMS pumping fraud

Check if a phone number has been used in
fraud schemes with Twilio’s Lookup API

Take control back to block traffic to a particular number by
iInforming your risk engine. With Twilio’s Lookup API you can:

- Tackle the threat of SMS pumping with the SMS
Pumping Risk Score

- Checkifa phone number has been associated with SMS
pumping in the past.

- Protect OTPs from fraudulent requests and eliminate W A
unwanted costs using ' N\

. Strengthen your engine with its identification Enhance communication security, accuracy,
capabilities of fraud schemes such as SIM swap events, and efficiency

VolP numbers and call forwarding.

Discover how to use mobile intelligence with Twilio
These capabilities from Twilio’s Lookup API lets you have Lookup for seamless and secure experiences.

additional information to make your own decisions about
what traffic to block—or allow—for any given use case, region,
or business strategy.



https://www.twilio.com/en-us/trusted-activation/lookup
https://www.twilio.com/en-us/blog/mobile-identity-intelligence-for-trusted-communications-with-twilio-lookup

04 How to mitigate the risks

of SMS pumping fraud

Enable machine learning-driven SMS pumping
detection and prevention technology

Thanks to the power of Al, it appears that more advanced
SMS pumping prevention technologies are now becoming
available. These tools use historical data and machine
learning to analyze traffic and automatically detect and
block SMS pumping fraud. This helps to mitigate the risk
of SMS pumping without you needing to take additional
action once the feature is enabled.

And for non-verification use cases or those looking to
Manage their own phone number pool, Twilio now offers
SMS Pumping Protection built into the Programmable
Messaging API to automatically detect and block SMS
pumping traffic.

Twilio Verify Fraud Guard has saved customers $45.5
Million in explicit savings by blocking over 398 million
fraud attempts since June 22 to February 224.
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05 Combat SMS pumping fraud today

Although the trends related to SMS pumping illustrate how
big of a problem this can be for businesses, thankfully there

are a variety of strategies businesses can turn to to prevent
SMS pumping fraud.

Empower your business against
SMS pumping with Twilio

Implement robust fraud detection and prevention systems
with Twilio today by:

- Unlocking the benefits of Verifty Fraud Guard and our
other tools for blocking SMS pumping

The User Authentication Decision Maker’s Guide
- Exploring Twilio’s advanced fraud mitigation tools

Fake users pose a reputational and expensive

- Leveraging our cutting-edge technology and industry- risk for your business. Learn how to protect your
eading expertise to protect your SMS communications business—and your users—with the right user
from pumping attacks authentication solutions.

Connect with a Twilio expert today and see how Twilio Verify
and Twilio Lookup can help you combat SMS pumping fraud.



https://www.twilio.com/en-us/help/sales
https://www.twilio.com/en-us/resource-center/user-authentication-decision-makers-guide
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